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Security through Vulnerability 
in a connected World



Paradigm Shift



Cyber Storm 2019:
«Embracing the Hackers»



1. Security Officer ->  Why do I need ethical hackers?

2. Penetration Tester -> What’s in for me?

3. Business / Academia -> What impact does this have?

2020: Bug Bounty Switzerland
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«We believe, the only way to bring 
back security in today’s connected 
world, is to promote, facilitate and 

integrate crowd intelligence for 
organisations.»



Bring back security?



Day 1 Day 2 Day 3 Day 4 Day 10

Bug Bounty on very mature Systems



Day 1 Day 2 Day 3 Day 6 Day 10 Day 11 Day 12 Day 13 Day 14 Day 15 Day 16

Bug Bounty on regular Systems

73 reports received

90% acepted

10% critical



Source: https://www.deeperblue.com/4-tips-year-scuba-diver/ 



Source: https://mobile.twitter.com/zaibatsu/status/1390628235898130432



You don’t know 
what you don’t know.



52%

Can not be found with any other 

security tool or method than 

through a diverse set of ethical 

hackers / security researchers.

48%

Could also be found with 

automated security tools (SCA, 

SAST, DAST, IAST, WAF) 

IF in place & used correctly.



100% of the vulnerabilities found 
could be used by cyber criminals. 



Don’t miss our tech talk

Tales and Vulnerabilities from 
our Bug Bounty Adventures

16:05 - 16:25

Sponsoring Track

Florian Badertscher
CTO & Co-Founder



Why are Bug Bounty 
programs so powerful?



Before



Today



Improving your cyber security 
means continuously getting 

better every day.



Safe

Pentest



Safe?

Pentest Pentest



Safe!



Community 
of top-notch 

ethical hackers

Your fun 
learning 

organisation



The Bug Bounty Effect

Cyber Risks Digital Trust
& Culture Shift





www.bugbounty.ch/proton


