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High-level Scenario
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→ Restrict external access

○ Time

○ Location

○ Employees

→ Restrict privileges

○ Least privileges

→ Further restrictions

○ Use multifactor (2FA)

○ Proctored access

Access
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→ General hardening

→ Local admin rights

Server
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→ Password reusing

Local Users
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→ Unique passwords

→ Group policy settings

Local Users
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→ Service accounts credentials

→ Configuration files

Service Accounts
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→ In memory credentials

Credentials
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→ In memory credentials

Credentials
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→ RDP force logoff

Credentials
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→ Credential Guard

→ Restricted Admin

→ Remote Credential Guard

Credentials
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→ Process injection

→ Backdoor

○ Autorun entry

○ Replace binary

Server



16

→ No full prevention

→ RDP sessions force logoff

→ Deny domain admin users

→ Restricted RDP

→ Privileged Access Management (PAM) solutions

Server
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→ Separate active directory / forest

→ Non domain joined server

→ Network based isolation

→ Jump host

Further Possibilities
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Recap
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Recap
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Recap
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Recap
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Recap
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Oneconsult AG

ASSESS

Penetration Test & Red Teaming 

ISO 27001 / 27002 Security Audit

IT Forensics

PREVENT & MITIGATE

Information Security Consulting  

Security Training & Awareness  

Incident Response

MANAGE & SUPPORT

Security Officer Services

Incident Response & Forensics Agreement (IRFA)

Cyber Attack & Response Platform (CYARP)

40+ security enthusiasts, no contractors

Certified security experts

OCINT-CSIRT (as a service)

Large red team

(ethical hacker / penetration tester)

Security research department

Member of FIRST, ISECOM, ISSS,

OWASP, Swiss Cyber Experts


