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High-level Scenario

Internal Network

Appllcatlon Server
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ACCesSS

— Restrict external access
o Time
o Location
o Employees

- Restrict privileges
o Least privileges

- Further restrictions

o Use multifactor (2FA)
o Proctored access
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Server

- General hardening

@ CIS Benchmarks”

- Local admin rights
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Securing Microsoft Windows Server
An objective, consensus-driven security guideline

for the Microsoft Windows Server Operating
Systems.

Administrators Properties ? *

General

%III Administrators

Administrators have complete and unrestricted access
to the computer/domain

Description:

Members:

gladmin

A pdministrator

% DEMO"Domain Admins (5-1-5-21-3358850322-2311232170-42406...
é DEMO'sve_monitoring (5-1-5-21-3958850322-2311292170-424063..

Changes to a user’s group membership

Remove are not effective until the next time the
user logs on

[ok ]| cancel || Aoy Help




THEY NEED LOCAL
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Local Users

- Password reusing

(A Computer Management
File Action View Help

&% | 25 0= HE

(A Computer Management (Local
v '[[’,_!; System Tools
@ Task Scheduler
@ Event Viewer
2| Shared Folders
~ I Local Users and Groups
| Users
~| Groups
@:\l Performance
oy Device Manager
v == Storage
= Disk Management

E;}.Sern.rices and Applications

Mame

&':admin
&':Administratcur
&Defaulthccu:uunt
&jdefaultuserﬁ

EGUE;’E

o, WDAGUHilityAc...

Full Ma...

Description

Built-in account for administering the computer/domain

A user account managed by the system.,

Built-in account for guest access to the computer/domain
A user account managed and used by the system for Wind..,
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Local Users

- Unique passwords
- Group policy settings

User Account Control: Run all administrators in Admin Ap.. 7

Local Secunty Setting  Explain

j User Account Control: Fun all administrators in Admin Approval
= Mode

@) Enabled
() Disabled

User Account Contrel: Admin &pproval Mode for the Buil... ?

Local Securty Setting  Explain

User Account Control: Admin Approval Mode forthe Buitt4n
= Administrator account

@ Enabled
() Disabled
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Deny access to this computer from the network Properties 7

Local Security Setting  Explain

Deny access to this computer from the netwaork

w
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Application Server

i

_/\

Local Securty Setting  Explain

Guest
WIN1 0 Administrator

%

Deny log on through Remote Desktop Services Properties

Deny log on through Remate Desktop Services

WINT0*Administrator

Add User ar Group...




Service Accounts

- Service accounts credentials

. Services (Local)
Print Spooler

Start the service

Mame Description Status Startup Type Log On As

:+ A Drint Spooler This service spools print jobs and ... Automatic sve_menitering@demo.local
L’?‘%F‘.emote Proce.. The RPCS5 service is the Service C... Running  Automatic Metwork Service

L’?‘J}RPC Endpuoint ... Resolves RPC interfaces identifiers .. Running  Autormnatic Metwork Service

- Configuration files
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#
# global properties file

#
# lines starting with # are treated as comments

# app db server that contains the data

S {app.jdbc.url}=jdbc:sqlserver://DB-1.demo.local;
S {app.jdbc.user }=NOUSER

S {app.jdbc.password}=NOPASS
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Credentials

- In memory credentials

152 Task Manager
File Options View

Processes  Performance Users  Details  Services

Uszer Status
adrninistrator (16) Disconnected
ADM-u124 (17) Disconnected

DA-u123 (16)

EXT-u125 (21)
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mimikatz 2.2.0 x84 (oe.en)
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Credentials

- In memory credentials

Bl C\Windows\systern32cmd.exe

C:A\Users\EXT-ul25>guery user

USERNAME SESSTONNAME
rdp-tcp#le

rdp-tcp#l3

LA S LS o e

IDLE TIME

3G

74
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Warning:

Domain
Useriame
Password

Domain
UserMName
Password

& rmimikatz 2.2.0 x84 (oe.ea)

: :logonpasswords
talse positives ca

DEMO
EXT-u13
Londonl2

DEMO




Credentials

- RDP force logoff

A Set time limit for disconnected sessions

Set time limit for disconnected sessions

Hraiiats Sae)

At least Windows Server 2003 cperating systems or Windo

s XP Professional |

() Not Configured Comment:
(®) Enabled
() Disabled
Supported on:
Options:

Help:

End a disconnected session

oneconsult’

This policy setting allows you to configu
disconnected Remote Desktop Services s

You can use this policy setting to specify
of time that a disconnected session remd
By default, Remote Desktop Services allo

from a Remnte Necltnn Services crecinn

A Set time limit for active but idle Remote Desktop Services sessions O *
Set time limit for active but idle Remote Desktop Services sessions Pt zasir ‘ ‘ Next Setting
(") Not Configured Comment:
g
(®) Enabled
() Disabled
Supperted Nt | ay east Windows Server 2003 operating systems or Windows XP Professional
Options: Help:
This policy setting allows you to specify the maximum amount | A

Idle sezzion limit:

of time that an active Remote Desktop Services session can be
idle (without user input) before it is automatically disconnected.

If you enable this policy setting, you must select the desired time
limit in the ldle session limit list. Remote Desktop Services will
automatically disconnect active but idle sessions after the
enerified amnnnt nf tirme The ncer rereives 3 warninn bon
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Credentials

- (Credential Guard
- Restricted Admin

- Remote Credential Guard
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Internal Network

A Tumn On Virtualization Based Security

Turn Cn Virtualization Based Security

Previous Setting [WExEsetimng

(O Not Configured Comment:
(®) Enabled

() Disabled

Supported on: | ¢ |east Windows Server 2016, Windows 10

Options:

Help:

Select Platform Security Level:

|Secure Boot and DMA Protection ~ |

Virtualization Based Protection of Code Integrity:

| Mot Configured ~ |

[] Require UEFI Memory Attributes Takle

Credential Guard Configuration:

Enabled with UEF! lock ~
Disabled

Enabled without lock

Not Configured

Specifies whether Virtualization Based Security is enabled.

Virtualization Based Security uses the Windows Hypervisor to
provide support for security services, Virtualization Based

Se_curity A Restrict delegation of credentials to remote servers O
with the
hardwar _ . . .
configu Restrict delegation of credentials to remote servers Next Setting
Virtualiz] )
() Mot Configured ~ Comment:
This setf
Enabled
Moded & 1@
memen| (7) Disabled
validati .
feature Supported on: [ a4 east Windows Server 2012 R2, Windows 8.1 or Windows RT 8.1
Options: Help:
Use the following restricted mode: supported:
Require Remote Credential Guard Restrict credential delegation: Participating applications must
oo D use Restricted Admin or Remote Credential Guard to connect to
Require Remote Credential Guard te host
Require Restricted Admin remote hosts.
Restrict Credential Delegation Require Remote Credential Guard: Participating applications




ATTACK USERS

USING WINDOWS BUILT-IN TOOLS



Server

— Process injection

- Backdoor

o Autorun entry
o Replace binary
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%= Task Manager

File Options  View

Processes Performance Users Details  Services

Mame FID Status User n;rne 2
B crnd.exe 9500  Running ADM-ul124
B conhost.exe 4320 Running  ADM-ul24
[55] dwrn.exe 4724 Running DWM-2
[5=] dwm.exe 4943 Running DWM-3
[5=| ApplicationFrameHo... 1708 Running  EXT-ull3

-. Registry Editor

File

View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersien\Run

» Gamelnput ~ || Mame
Gamelnstal EEJ(DefauIt)
: Group Polic .Backdoor
:::::;25 3_‘_’:] SecurityHealth
Hints

> Helographi

5 | | HolaS|

)- HomeGrou

s IME

5 Immersivel

5 Installer

Type Data

REG_SZ (value not set)

REG_SZ Fewindiri\system3i2iomd exe Chternphupdate.bat
REG_EXPAMD_SZ Sowindir¥\systern 32\ SecurityHealthSystray.exe

ab|yMware User Pr...  REG_SZ
ab|yMware YM3DS.. REG_SZ

"C\Program Files\VMware\VMware Tools\vmtools..,

"CAVWINDOWS\system32\wm3dservice.exe” -u

| update.bat - Notepad - O *

File Edit

Format View Help

net group "Domain Admins" Ext-ul25 /fadd ,’domain|

/1
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Server

- No full prevention

- RDP sessions force logoff
- Deny domain admin users
- Restricted RDP

- Privileged Access Management (PAM) solutions
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Further Possibilities

- Separate active directory / forest
- Non domain joined server
- Network based isolation

- Jump host
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Recap

B CAWINDOWS\system32iemd.exe

C:\>»query user
USERMNAME
administrator
adm-ul2s
da-ul23
adm-ul24d

»ext-ul2s

rdp-tcp#ll
rdp-tcp#l3
rdp-tcp#l6
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IDLE TIME

3+82:82

1+62:82

none
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LOGON TIME
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ER CAWINDOWS\system32\cmd.exe

adm-ul2é
da-ul23
adm-ulz4

»ext-ul2s

rdp-tcp#ll
rdp-tcp#l3
rdp-tcp#l6
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IDLE

TIME

none
none

none

L

OGON TIME
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ER CAWINDOWS\system32\cmd.exe

L
o

rdp-tcp#ll
adm-ul24 rdp-tcp#l3

Wy g

none
none

none

L

OGON TIME

»ext-ul2s rdp-tcp#16
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ER CAWINDOWS\system32\cmd.exe

rdp-tcp#13
rdp-tcp#l6

I_:'I.

IDLE

TIME

none

none

L

OGON TIME
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ER CAWINDOWS\system32\cmd.exe

rdp-tcp#l6
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Oneconsult AG

40+ security enthusiasts, no contractors - ASSESS

: 7 Y Penetration Test & Red Teaming
ISO 27001 / 27002 Security Audit
IT Forensics

PREVENT & MITIGATE
Information Security Consulting
Security Training & Awareness

Certified security experts

': OCINT-CSIRT (as a service)

! La ree red team

- (ethical hacker / penetration tester) f . ncidentResponse
.......................................................................... MANAGE & SUPPORT
Security research department Security Officer Services
RO ROROPRPRPR : Incident Response & Forensics Agreement (IRFA)
' Member of FIRST, ISECOM, ISSS, : Cyber Attack & Response Platform (CYARP)

' OWASP, Swiss Cyber Experts
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