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“Traditional” 2FA
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Possession Factor Examples

PhotoTAN / 

Cronto

RSA 

SecurID

SmartCard

TOTP / 

HOTP

MobileID

mTAN / 

SMS
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Most second factor mechanisms do not

protect against credential phishing
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(4)“Send Token”

2FA Phishing

(1) User & Pass

https://phishing-bank.com https://bank.com

(5) 443853

(2) User & Pass

(6) 443853

(3)“Send Token”

(7)“Access Granted”

Victim User

443853
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(5)“Access Granted”

HOTP / TOTP Phishing with Push Notification

(1) User & Pass

https://phishing-bank.com https://bank.com

(2) User & Pass

Victim User

Approve?
Yes/No

(3)“Approval 
Required”

(4) “Approved”
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TLS

Victim https://cyberstorm.compass-demo.com https://github.com

TLS

Evilginx2

gitzhub.com
githujb.com
githuʙ.com
githụƅ.com



compass-security.com 13

DEMO



compass-security.com 14

User Awareness Campaigns

Costly, time intensive, and ineffective after a while

Traditional 2FA 

Useful but attackers can bypass it

FIDO / FIDO2 Specifications

A new set of specifications that define phishing-resistant authentication mechanisms

Phishing Solutions
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U2F, UAF, CTAP, WebAuthn, FIDO, FIDO2
oh my…
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FIDO (Fast Identity Online)

Source: https://fidoalliance.org/specifications/

The FIDO2 specification replaces FIDO U2F and FIDO UAF
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FIDO2 Building Blocks

Client Relying PartyAuthenticator
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FIDO2 Authenticators

https://onlykey.io/

https://cloud.google.com/titan-security-key/

https://www.yubico.com/

https://solokeys.com/

https://onlykey.io/
https://cloud.google.com/titan-security-key/
https://www.yubico.com/
https://solokeys.com/
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FIDO2 Clients

Source: https://fidoalliance.org/fido2/)

https://fidoalliance.org/fido2/
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FIDO2 Relying Parties
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USB HTTPS
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NFC HTTPS
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HTTPS
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FIDO2

Souce: https://fidoalliance.org/fido2/

https://fidoalliance.org/fido2/
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FIDO2 Building Blocks

Authenticator Relying Party
CTAP1 (UAF/U2F)

CTAP2

HTTP

W
eb

A
u

th
n

Client

CTAP
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Client to Authenticator Protocol (CTAP)
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The communication from client to a roaming authenticator can use any of the following transport 
bindings:

USB Human Interface Device (USB HID)

Near Field Communication (NFC)

Bluetooth Smart / Bluetooth Low Energy Technology

Application developers usually need not be concerned with CTAP

Client To Authenticator Protocol - CTAP
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WebAuthn
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Standardized JavaScript Web API for FIDO2 Authentication

Official web standard since March 2019

Implemented by browsers and
related web platform infrastructure

WebAuthentication (WebAuthn)

Source: https://www.w3.org/TR/webauthn/
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Authentication Protocol
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signature(challenge) (4)

challenge,“Origin”(2)

signature(challenge)(5)

challenge,“Origin”(1)

FIDO2 Challenge Response Protocol

sign challenge
using secret key
for “Origin”

Lookup public key

Verify signature using 
public key (7)

Authenticator Client Relying Party
Key pair (public key, secret key) public key

(3) (6)

Keypairs:
Github.com
Google.com
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Phishing Protection (1) - Github

Origin:

github.com



compass-security.com 34

Phishing Protection (2) - Github

Origin:

cyberstorm.compass-demo.com
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Phishing Protection (2) - Github

Origin:

cyberstorm.compass-demo.com
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Phishing Protection (3) - Github

Origin:

google.com
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Phishing Protection (3) - Github

Origin:

google.com
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Phishing Protection (3) - Github

Origin: google.com
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Conclusion



compass-security.com 40

Traditional authentication mechanisms are not sufficient anymore

Inconvenient

Not resistant to phishing

FIDO2

is a phishing-resistant authentication protocol

is simple to use (also for non-technical people)

has strong platform & industry support

Conclusion


