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Infosuard

Phishing / Malicious documents SWISS CYBER SECURITY

O You replied to this message on 18.03.2021 1

We removed extra line breaks from this message

Sehr geehrter Herr/Frau,

2z EXTERNAL EMAIL. Please be careful opening attachments/links or replying to sources you don't know.

utonenund die

snderkontastinionm

en Sie im Google Docs im POF Format

google com/docunent/d/e/aPACX 5x

| have made some edits. Please check.
https://1drv.ms/u/s!AvimB8t-u58xbW7aS7IVNzpzhq0?e=KazZGb

Archive password: 7777

L i OneDrive
. Unwenal Package Tracking b

Shared Documents
D = [T
job_documentation 064

(Jick on the button to see the Tracking Details
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Infosuard

Vulnerabilities

SWISS CYBER SECURITY

Last Collected

Q = ShowAll EXCH13 @ connected n analyst
MR = = B
B a d
= bir ¢ Name $ Size $ Mode $ mtime + atime $ ctime btime %
- e
L B elae7e73e0.aspx 2087 “rwxr-xr-x  2021-03- 2021-03- 2021-03- 2021-03-
= o 07719:23:05.810465Z 07719:23:05.810465Z 07719:23:20,4053702Z 07719:23:05.810465Z
o
& ow Current 0 drwxr-xr-x 2016-11- 2016-11- 2021-03- 2016-11-
& autt 06T721:45:24.2816309Z 06721:45:24.2816309Z 07719:23:20.40537022 06721:45:23.67221732
Ml
BCu \
™ Stats Textview HexView
%) | {
o \\\C:AProgram Files\Microsoft\Exchange Properties
- Server\V15\FrontEnd\HttpProxy\owa\auth\e1ae7e73e0.aspx
B Poplmaj
S CraioMetics mft 340288-128-3
1 Logaing Size 2087 name_type POSIX
M hoOX
§ Publi Mode TRTEA SHA256 86968194{776711bb38219377a7a4369ab3607589¢
) RemoteScripts Mtime 2021-03-07T719:23:05.810465Z Obfcddf5ad4563344511ef
:' x Atime 2021-03-07T19:23:05.810465Z MD5 4e3b7badd6196120beecde61d9c397c0
i T Ctime 2021-03-07719:23:20.4053702Z
[N
'

2021-03-12 13:34:12 UTC %,
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_ infoGuard
Vulnerabilities

SWISS CYBER SECURITY

- -"\.‘:wyv
' a ¥, e »‘. ‘ ) - J.
1ndows ower

e
opyright (L) 2014 Micresoft Corperation.

flle Rechte vorbehalten.
§ E:\lisors\adm hithask Q085 ad “£2\Busesoe

'S C:\Progran files\Nicroufl\[:ch.n'g;rs:r‘ole;(ﬁsv\'i";:a::E:l:l\\lll:::;:::y::x:::z;\:;:“[“\“t"r e anth

Serzeichnis: C:\Program Files\Microsoft\Exchange Server\U15\FrontEnd\NttpProxy\ows\auth

Last¥riteTine Length Mame

06.11.20% 15.0.1178
06.11.201% 22:45 Current

89.83.201¢ 00:3% 77116 errorfFE.aspx
09.03.201¢ 80:3% 7220 ExpiredPassword.aspx
29.03. 2016 00:3% 110 getidtoken.htn
09.83.28%¢ 08:3% 5254 logoff.aspx
29.903.201% 80:3% 15766 logon.ur
§9.83.28%¢ 88:3% 1897 OutlookCN.aspx
29.03.281% 80:3% 332 RedirSuiteServiceProxy.aspx
§9.03.2016 08:3% 4475 signout.aspx
99.83.200 98:34 4694 SumFeedback.aspx

$ C:\Program Files\Microsoft\Exchange Server\Ui1S\FrontEnd\NttpProxy\swa\aathd dir -hidden

Verzeichnis: Cz\Program Files\Microseoft\Exchange Server\U15\FrontEad\Nt tpPrexy\owa\auth

LastiiriteTine h Neme
PO a7_83.26821 W:0 2007 etaeTeldel.aspx

C:\Program Files\Micreseft\Exchange Server\U15\FrontEnd\NttpProxy\owa\auth> del \eleelellel.aspx

S C:\Program F iles\Micresof t\Exchange Wnr\l“\!nn!“\luwonw\ntv &
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. InfoGuard
Extended Perimeter S e GYEER SEEURITY

’. SHODAN Explore Downloads Pricing 2 Search > ‘ - Account

Heemsieoe v { dijnden
¥

tl‘n":‘J'v:_lL ~ Dier

20 7 1 l | , 1 Duwendrechy
. . B3 Regutar View @l >_ Raw Data fll D History IR ) T

@ General Information 553 Open Ports

Cloud Provider Azure m

Cloud Region westeurope
X 7/ 3389 / TCF
Cloud Service AzureCloud
Country Netherlands Remate Desktop Protocol
AX03\x00\x08 \x1 3\ x00 \ xdD \ x 00\ x U0\ X1 24 \ 00\ X0 2\ x L A k08 \ X000 \x0 2\ x 00\ x 00\ x 00
SSL Certificate

City Amsterdam

Cortificatm:

Datat
Organization Microsoft Corporation Varsion: ) (0x2)
Serial MNumber:
JG1BS i dar8dst 1Al 13 ibbidtIcTIE9 90 1001641453 4
ISP Microsoft Corporation Signature Algoriths: sha23éMithRSAEneryption

Issuer: Chsprawinngncol GGG

Validicy

ASN Ass°7s Kot Sefore: Jun 4§ 13:23:38 2021 oMY
¥ot After : Dec 4 13:23:18 2071 oMT

Subject: CNeprdvinscst (! EEEGEG——

Bubject Public Fey Infor

Public Xey Algorithm: rsalacryptlon
ASA Public«Eey: {2048 Dit)

¥odalus:
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Infosuard

Key Points SWISS CYBER SECURITY

* MFA all the things

« Assume breach — even after applying patches
* And change all passwords
« And check that you changed all passwords

» Extend asset management to the Cloud (automate what you can)
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Persistent Access and Backdoors SWISS CYBER SECURITY
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Remote Desktop Solutions SWISS CYBER SECURITY

ATERA

splashtop’

¥, AnyDesk

o et
13 v
«

e —
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Cobalt Strike

Infosuard

SWISS CYBER SECURITY

The DFIR Report @TheDFIRReport - Sep 22
Here's some newer #CobaltStrike servers we're tracking:

cheapgopherhealthcare[.Jcom
crushfxkk[.]tk

jukuzis[.]Jcom

zopocox[.Jcom

xingwail[.]tk

winlive360[.]art
syfcovid19[.]net

1ftrue[.]live

Full list available @ thedfirreport.com/services
#AllIntel

Services - The DFIR Report

E}] If you have questions about our reports or services
please use the Contact Us page to get in touch. ...

& thedfirreport.com

Q 1 15 QO 23 w
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Infosuard

Key Points SWISS CYBER SECURITY

« Monitor connections to known remote desktop providers
* Proxy-Logs
* Firewall

« Use freely available data — as an example, the Cobalt-
Strike IP list

* Firewall
« Remote desktop software may write connection data

« For example, the AnyDesk Traces file
« May be useful in the event of an incident
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Reconnaissance inside the network

Infosuard

SWISS CYBER SECURITY

e Actions

> Scan II .

Settings

View Help

C G P Fea:

4, 192.168.220.1 - 192.168.220.254, 192.168.56.1 - 192.168.56.254, 192.168.94.

asults Favorites |
atus Name ’ IP Manufacturer M4
\ggj 192.168.220.254 192.168.220.254 VMware, Inc.
»‘;%' 192.168.94.254 192.168.94.254  VMware, Inc.
(W8 home.gateway 192.168.1.1 Billion Electric Co,, Ltd.
& WebAdmin (Unkn...
& FTP
\‘_Zi' MIKES-MESH 192.168.1.101 TP-LINK TECHNOLOGIES C...
\5?:' MIKES-MESH 192.168.1.103 Micro-Star Int'l Co, Ltd
\% MIKES-MESH 192.168.56.1 CADMUS COMPUTER SYS...
@ MIKES-MESH 192.168.94.1 VMware, Inc.
ggj MIKES-MESH 192.168.220.1 VMware, Inc.
\ﬁ' TS212 192.168.1.100 ICP Electronics Inc,

ive, 0 dead, 1007 unknown

y SoftPerfect NehNorlé'Scanner =
ile View Actions Options Bookmarks Help
B ‘% ‘g’ ag Program Options Ctrl+O L& i L B B @ Web-
angeFrom 74 . Remote WML... Ctrl+W } . 254 % 4% (V| [B Start Scannii
L Remote Registry... .
L Agdre;: {25 ';; Remote Services... e e L0 Query JEES
;: 74.125.... e A hemiote Fiie.,
®g 74.125.... o &= - Remote SNMP...
B 74.125.... e 4 "“ Remote Groups...
®Q 74.125.... e {1 Remote XML...
Tu 712500 € b Address b
®g 74.125.... e,
®g 74.125.... el B PostelPF
G 74.125.... o J Wake-On-LAN Manager
g 74.125.... Friendly Names / Comments...
wg 74.125.... o #& Ignored Addresses
. :
e
o=
mE 74.125.... 71ms
me 74.125.... 71ms
mid 74 195 T2 ms
(| "
ady Threads 0 Devices 73/73 Scan |
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Infosuard

Key Points SWISS CYBER SECURITY

« High CPU load
« Check the processes on the host

« Softperfect license file
« Tracking adversaries trough various breaches

« Advanced IP scanner

« Stores the last scanned IP-Ranges within the registry
(Useful for Incident Responder)
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InfoGuard

Exfiltration

@ MEGA Yandex




N . iInfosuard
Exfiltration — The other side around SWISS CYBER SECURITY

........
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Infosuard

Key Points SWISS CYBER SECURITY

 Blocking (if possible) of known Upload-Providers
« Mega.NZ
* Yandex

« The configuration file for the cloud exporter might still be on disk

« Or it could be carved out of the file system
« May give you an advantage during negotiations
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Antivirus Event Analysis Cheat Sheet

Version 1.7.2
Florian Roth @cyb3rops

Virus Type HTML
Iframe
Keygen
Joke
Adware
Clickjacking
Crypto
FakeAV

Source: https://www.nextron-systems.com

Trojan
Backdoor
Agent
Malware
JS

Creds

PS
PowerShell
Exploit
Ransom

PassView
Tool-Netcat
Tool-Nmap
RemAdm
NetTool
Crypto
Scan

Highly Relevant

HackTool
HTool

HKTL
PWCrack
SecurityTool
Clearlogs
PHP/BackDoor
ASP/BackDoor
JSP/BackDoor
Backdoor.PHP
Backdoor.ASP
Backdoor.JSP

Infosuard

SWISS CYBER SECURITY

CobaltStrike
Keylogger
MeteTool
Meterpreter
Metasploit
PowerSSH
Mimikatz
PowerSploit
PSWTool
PWDump
Swrort
Rozena
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Infosuard

SWISS CYBER SECURITY

Muiti-stage incident involving Credential access & Discovery on one endp g 2 wes e Cradential ac covery 0 wwpo-1idomicesl R pasick kraeasin 377 Amiviria. Endpaint 110321 0702 110321 3712
Malicious credential theft tool execution detected - - gn Unsupported slart Crecential pccest = vapn-1100MLL L patrick lrsan Endpoint 0321 0703 0321 0714
Malicious credentia! theft too! execution detected [T Unsupported alert Cradental accens M evpn-11.00M Y Endpomt 110321 0708 0321, 07908
Password steating from files e Medum Ouacover - pn-11domiccal S pavickkraens Endpome 321, 07.06 321, 0706
Password stealing from flies o8 Mzdum mgups a1 Discover - pn-11domiscal R pamckiraenciin Zmdpoint 1321 0708 21. 0708

File backups were deleted on cne endpoint m N N/A Cefonse evarion = w0 domiscsl 2 Adminatrator " Endpoint 200321 0323

Flle backups were deleted o Medum Unsupportad O3S Oe‘ente avation = vwwweldomicd R Adminitras Endpom 2003210333

File backups were deleted on cne endpoint mm Madum N/A Defense svarion B s-de-001domiccal O

J B Endpoemt 20.03.21. 0228
File backups were deleted mm Macum Unsupportad O3 Cafenss gvasion O 3-de-001domiccal & Endpoint 200321, 0222
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Infosuard

Key Points SWISS CYBER SECURITY

« AV usually detects one or more steps of the attackers
» The alarms are either

a. not heeded

b. not understood

C. or not connected to a monitoring system at all

» Good (and underestimated) alert system
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Infosuard

AD-Hardening SWISS CYBER SECURITY

PING

Get Active Directory Security at 80% in 20% of the time
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Infosuard

KeyPoints SWISS CYBER SECURITY

» Check for stored passwords — from Zero to Here Domain Administrator

The password in GPO are obfuscated, not encrypted. Consider any passwords listed here as compromised and change it immediatly.

Show 10 s+ entries

GPO Name T Password origin UserName
Show 10 s entres
allgemeine_Client_Einstellungen groups.xml| support
Pwd Smart
allgemeine_Client_Einstellungen ' ° groups.xml| ladmin never Card Sery

SamAccountName T Enabled Active Expired Locked required acce

support £ES YES YES N NO NO

Showing 110 1 of 1 entries {filtered from 10 total entries)
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INFOGUARD Info3
Jsuar
Cyber Defence Center swiss cvmsgung

InfcGuard

. I . 2
SLPnce Swiss €BC #om ISO 27001

CENTER . 7x24 . 45 employees ISAE 3000 rvee2
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. InfoGuard
Questions? SWISS CYBER SECURITY
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INFOGUARD - Infosuard
the Swiss Cybel‘ Security eXpert SWISS CYBER SECURITY

w1 3
e TR g
Y 5 Ay :-" ‘ \t

8 /o T -,ﬁ.. .‘%
. " g
. [ agac & u ~‘~

Stephan Berger
Senior Cyber Security Analyst

InfoGuard AG
Lindenstrasse 10
6340 Baar / Schweiz

Telefon +41 41 749 19 00
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