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Why software
supply chains?

Software Channels Scale

We Don’t Build What We Use

Supply Chain (in)Security

@CyberStatecraft 



A decade of attacks and 
disclosures in the 
software supply chain
117 attacks & 44 disclosures
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Attacks on open source 
with repeated targeting of 
NPM and PyPi
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At least 32 attacks from 
state actors, most notably 
Russia and China
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24% of attacks 
target app stores 
and developer tools
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25% of attacks hit 
software updates
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Key Trends
Path to Targeted Exploitation

Subverting Vendor Code-Signing

Efficiency and Scale

Targeting OSS Repositories

@CyberStatecraft 



Sunburst
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History 
Rhymes 
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What Comes Next?
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Better Defense of OSS

Risk Assessment on New Data

Don’t Forget About Architecture



For more on this project visit:
https://www.atlanticcouncil.org/breaking-trust/

Thank you
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Recommendations
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5. Develop a lifecycle security overlay

8. Do not leave open source behind

9. Change the architecture, change the world

12. Govern through the cloud

Selected 
Recommendations

1. Hunt for blast radius

Ruthlessly Prioritize Risk

Improve the Defensibility of Linchpin Technologies

Enhance the Adaptability of Federal Cyber Risk 
Management
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