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The base64-encoded 
header and payload, 

along with the signature

The signature is crucial 
to ensure the integrity of 
the header and payload



@PhilippeDeRyck https://portswigger.net/daily-swig/apache-pulsar-bug-allowed-account-takeovers-in-certain-configurations
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alg: none
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alg: none
eyJhbGciOiJub25lIiwidHlwIjoiSldUIn0

.
eyJzdWIiOiIxMjM0NTY3ODkwIiwibmFtZSI6IkpvaG4

gRG9lIiwiaWF0IjoxNTE2MjM5MDIyfQ
.
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INCLUDE COMMON PITFALLS IN YOUR TEST SCENARIOS

Test your applications to ensure JWTs with 
"alg:none" are rejected.
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AppSec is too hard!
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Claims claims = 
Security.verifyAuthenticationToken(token);
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ENCAPSULATE SECURITY BEHAVIOR IN LIBRARIES

Offering the right abstractions absolves 
developers of the responsibility to apply detailed 

secure coding guidelines
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A review submitted by a malicious user

1
2
3
4
5

This restaurant is <b>highly recommended</b>. The 
food is exquisite and the service is impeccable. <a 
href="https://pics.example.com">Check out my story 
here!</a><img src="none.png" onerror="alert('Go 
there, now!')">

A JSX template to combine data with HTML

1
2
3
4

return ( <div>
<h3>{ title }</h3>
<p>{ review }</p>

</div>);

https://restograde.com

By default, React escapes 
values embedded in JSX 
before rendering them
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dangerouslySetInnerHTML
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A JSX template to render user-provided HTML with a major vulnerability

1
2
3
4

return ( <div>
<h3>{ title }</h3>
<p dangerouslySetInnerHTML={{__html: review}}></p>
</div>);

This property is dangerous, 
since React does not apply 

any protection at all

A JSX template to render user-provided HTML using DOMPurify

1
2
3
4
5
6

import DOMPurify from 'dompurify';

return ( <div>
<h3>{ title }</h3>
<p dangerouslySetInnerHTML={{__html: DOMPurify.sanitize(review)}}></p>

</div>);

DOMPurify turns untrusted 
HTML in safe HTML, making it 

safe to include in the page
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AVOID ACCIDENTAL MISUSE OF DANGEROUS FEATURES

Explicitly mark dangerous application features 
as dangerous to raise developer awareness
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MARKING THINGS AS DANGEROUS IS NOT ENOUGH

Explicitly marking dangerous features prevents 
accidental mis-use, but does not magically enable 

developers to use the feature securely
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$ semgrep --config "p/react"
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$ semgrep --config "p/react"

using config from https://semgrep.dev/p/react. Visit https://semgrep.dev/registry to see 
all public rules.
downloading config...
running 20 rules...
100%|█████████████████████████████████████████████████████████████████████████████|20/20
src/App.js
severity:warning rule:typescript.react.security.audit.react-
dangerouslysetinnerhtml.react-dangerouslysetinnerhtml: Setting HTML from code is risky 
because it’s easy to inadvertently expose your users to a cross-site scripting (XSS) 
attack.
62:            <p dangerouslySetInnerHTML={{__html: DOMPurify.sanitize(review)}}></p>

ran 20 rules on 3 files: 1 findings
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$ semgrep --config "p/react"

using config from https://semgrep.dev/p/react. Visit https://semgrep.dev/registry to see 
all public rules.
downloading config...
running 20 rules...
100%|█████████████████████████████████████████████████████████████████████████████|20/20
src/App.js
severity:warning rule:typescript.react.security.audit.react-
dangerouslysetinnerhtml.react-dangerouslysetinnerhtml: Setting HTML from code is risky 
because it’s easy to inadvertently expose your users to a cross-site scripting (XSS) 
attack.
62:            <p dangerouslySetInnerHTML={{__html: DOMPurify.sanitize(review)}}></p>

...

ran 20 rules on 45 files: 10 findings
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A JSX template directly using dangerouslySetInnerHTML (not recommended)

1
2
3
4
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import DOMPurify from 'dompurify';

return ( <div>
<h3>{ title }</h3>
<p dangerouslySetInnerHTML={{__html: DOMPurify.sanitize(review)}}></p>

</div>);

A JSX template using a SafeHtml component (recommended)

1
2
3
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5
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import SafeHtml from './SafeHtml';

return ( <div>
<h3>{ title }</h3>
<SafeHtml element="p" html={{review}}></SafeHtml>

</div>);
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The SafeHtml component

1
2
3
4
5
6
7
8
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10

import React from 'react';
import DOMPurify from 'dompurify'; 

// This function will render HTML safely using DOMPurify
function SafeHtml({ element, html }){

return React.createElement(element, { 
dangerouslySetInnerHTML: { __html: DOMPurify.sanitize(html) }

});
}
export default SafeHtml;

A JSX template using a SafeHtml component (recommended)

1
2
3
4
5
6

import SafeHtml from './SafeHtml';

return ( <div>
<h3>{ title }</h3>
<SafeHtml element="p" html={{review}}></SafeHtml>

</div>);
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ENCAPSULATE SECURITY BEHAVIOR IN LIBRARIES

Offering the right abstractions absolves 
developers of the responsibility to apply detailed 

secure coding guidelines
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$ semgrep --config "p/react"

using config from https://semgrep.dev/p/react. Visit https://semgrep.dev/registry to see 
all public rules.
downloading config...
running 20 rules...
100%|█████████████████████████████████████████████████████████████████████████████|20/20
SafeHtml.js
severity:warning rule:typescript.react.security.audit.react-
dangerouslysetinnerhtml.react-dangerouslysetinnerhtml: Setting HTML from code is risky 
because it’s easy to inadvertently expose your users to a cross-site scripting (XSS) 
attack.
6:            return React.createElement(element, { dangerouslySetInnerHTML: { __html: 
DOMPurify.sanitize(html) }});

ran 20 rules on 45 files: 1 findings
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$ semgrep --config "p/react"

using config from https://semgrep.dev/p/react. Visit https://semgrep.dev/registry to see 
all public rules.
downloading config...
running 20 rules...
100%|█████████████████████████████████████████████████████████████████████████████|20/20

ran 20 rules on 45 files: 0 findings
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USING CODE HYGIENE FOR SECURITY SUCCESS

Code hygiene and encapsulation make it easier 
to apply security best practices at scale



THANK YOU!

HTTPS://COURSES.PRAGMATICWEBSECURITY.COM

LEARN MORE ABOUT REACT/API SECURITY BEST PRACTICES …


