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International cooperation – how 
can we ‚walk the talk‘?
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20 Law Enforcement Agencies from 
17 Countries (10 EU Member States, 7 Third Parties) 

+
Europol’s European Cybercrime Centre (EC3)

Chair-country: The Netherlands
Vice-Chair-Country: Switzerland

Joint Cybercrime Action Taskforce (J-CAT)
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Public-Private-Partnerships – Advisory Groups
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Social engineering, (mobile) malware and ransomware remain top
threats

Cryptocurrencies continue to facilitate payments for various forms
of cybercrime

Reporting challenges hinder the ability to create an accurate
overview of crime

Criminals take advantage of the COVID-19 crisis

IOCTA 2020: Key Threats
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Assessing the impact of the pandemic
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Technology watch & foresight function
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Attacks for hire
For information stealers, Trojans, 

ransomware, …
60% in 2019

Taking control
Innovative approach to disrupt and gain 

control of the infrastructure from the inside

International collaboration
Netherlands, France, Germany, Ukraine, United Kingdom, Lithuania, 

Canada, United States, and Europol EC3

Global criminal 
infrastructure

Several hundreds of servers across the 
world with different functionalities

Emotet 
Takedown
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Emotet - Results

 https://www.politie.nl/themas/controleer-of-mijn-inloggegevens-zijn-gestolen.html

Take down of 500+ servers from different tiers of the 
criminal infrastructure. 

Database containing e-mail addresses, usernames and 
passwords stolen by EMOTET compiled by analysing 
seized infrastructure. 

Information distributed worldwide via CERTs’ network.

https://www.politie.nl/themas/controleer-of-mijn-inloggegevens-zijn-gestolen.html
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Emotet: Expectation vs. Reality
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No time to rest…
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Public-private partnership at work

170
Partners

120
Decryption 

Tools

6
Million victims 

helped

37
Languages

5 Italian

2
3
4

1 English

Korean

Portuguese

Spanish

Most visited languages

 https://nomoreransom.org/
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Cybercrime Awareness
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides 

#CYBERSCAMS
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Innovate or perish…
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Academia

Institutional Partners

Law Enforcement

Private Sector

Cooperation is key
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Thank you!


