International cooperation — how
can we ,walk the talk‘?
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Joint Cybercrime Action Taskforce (J-CAT)

Chair-country: The Netherlands
Vice-Chair-Country: Switzerland

JOINT CYBERCRIME

ACTION TASKFORCE

20 Law Enforcement Agencies from
17 Countries (10 EU Member States, 7 Third Parties)

+
= EURSPOL Europol’s European Cybercrime Centre (EC3)
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Completed Operational Actions
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*The Taskforce was launched in September 2014.
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CYBERCRIMINALS' FAVOURITE \""~

IN GLOBAL ACTION
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INTERNATIONAL CRACKDOWN ON RAT
SPYWARE, WHICH TAKES TOTAL CONTROL OF
VICTIMS' PCS

Press Release
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6 ARRESTED IN THE UK AND NETHERLANDS IN
€24 MILLION CRYPTOCURRENCY THEFT

Press Release
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AUTHORITIES ACROSS THE WORLD GOING
AFTER USERS OF BIGGEST DDOS-FOR-HIRE
'WEBSITE

ROMANIAN DUO ARRESTED FOR RUNNING
e MALWARE ENCRYPTION SERVICE TO BYPASS

1L FIFMl 1AM A"l

A hacl |<J \ as able to give ful

COORDINATED ACTION CUTS OFF ACCESS
TO VPN SERVICE USED BY RANSOMWARE
GROUPS
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Public-Private-Partnerships — Advisory Groups
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IOCTA 2020: Key Threats

Social engineering, (mobile) malware and ransomware remain top
threats
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Assessing the impact of the pandemic
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Pandemic profiteering
how criminals exploit the
COVID-19 crisis

March 2020 : 3 April 2020

EU Drug Markets
Impact of COVID-19

May 2020
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Technology watch & foresight function
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Taking control Sz m— =

Innovative approach to disruptand gain
control of the infrastructure from the inside - -
Z EURZPOL

Ei Cybercri
EEB ‘ Cg;?:?:an ybercrime

QS : :
oot International collaboration

Atta C kS fo r- h i re Netherlands, France, Germany, Ukraine, United Kingdom, Lithuania,
Canada, United States, and Europol EC3
Forinformation stealers, Trojans,
ransomware, ...
60% in 2019

%@
Global criminal
infrastructure

Several hundreds of servers across the
world with different functionalities

Emotet
Takedown
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Emotet - Results

A

Take down of 500+ servers from different tiers of the
criminal infrastructure.

Database containing e-mail addresses, usernames and

passwords stolen by EMOTET compiled by analysing
seized infrastructure.

Information distributed worldwide via CERTs’ network. SCAN M E
|
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https://www.politie.nl/themas/controleer-of-mijn-inloggegevens-zijn-gestolen.html

Emotet: Expectation vs. Reality
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No time to rest...

RANSOMWARE GANG ARRESTED IN UKRAINE WITH
EUROPOLS SUPPORT

Press Release

75000 in cash
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Public-private partnership at work

<®/>
NO MORE
RANSOM

Brauchen Sie
Hilfe
zum Entriegeln
lhres digitalen Dennoch gibt es keine Ga-
Lebens, ohne da- rchissehungscodeerhaiten  BEIESS
bei Losegeld zu «
zahlen*? <
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» https://nomoreransom.org/ O Ml
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Cybercrime Awareness

https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides

MONEY MULING

Nov
N #dontfakeup

/ t /
Online child sexual coercion ,u‘ ned / Wecan help you
1 / / are 3

Awareness campaign on online
counterfeiting

Online sexual coercion and extortion is Money Muling

A safety guide for the ‘new normal’

after COVID-19 acrime

JALWARE
s COST
@ Deal not found 55U MONEY

Mobile banking malware is designed

It is just 2good2btrue

Protect yourself from holiday and ticket
fraud

Telecommunications Fraud

E-Commerce: Tips And Advice To Avoid Mobile Malware

Becoming A Fraud Victim

<©@/> NO MORE RANSOM




Innovate or perish...

Score: 20/34

Time Left :
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Cooperation is key
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MAKING EUROPE SAFER
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