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●  Integrating E2EE into Zoom  

●  Building user identity
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Agenda
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h6ps://github.com/zoom/zoom-e2e-whitepaper 

https://github.com/zoom/zoom-e2e-whitepaper
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Zoom Meetings

Meeting data
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Alice Bob
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Server-Managed Meeting Key
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Moving Key Generation to the Client
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Add new security affordances to 
notice unexpected participants
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Building E2EE
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Minimize scope and 
implementation complexity

Add new security affordances to 
notice unexpected participants
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Building E2EE
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Maintain meeting quality 
and performance
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Building E2EE
Add new security affordances to 
notice unexpected participants

Minimize scope and 
implementation complexity
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E2EE Design
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Device Key
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Key Rotation
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Participant List
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Leader change notification
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Meeting leader security code, to detect Meddlers-In-The-Middle (MITMs)

Leader change notification
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Delivering E2EE
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Joining a meeting must be easy

24

Performance: 
Meeting Keys



© 2021 Zoom Video Communications, Inc.© 2021 Zoom Video Communications, Inc.

Participants must get meeting keys

Joining a meeting must be easy
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Performance: 
Meeting Keys
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Participants must get meeting keys

Joining a meeting must be easy

Throttling rekeys
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Performance: 
Meeting Keys
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UI update frequency

27

Performance: 
Participant List 
Heartbeats
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Network traffic

UI update frequency
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Performance: 
Participant List 
Heartbeats
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Network traffic

UI update frequency

Noticing notifications
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Performance: 
Participant List 
Heartbeats



© 2021 Zoom Video Communications, Inc.© 2021 Zoom Video Communications, Inc.

Client library interface

30

Deploying E2EE
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Stand-alone keyservers

Client library interface
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Deploying E2EE
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Stand-alone keyservers

Client library interface

Backwards compatibility
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Deploying E2EE
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From Device Key to User Identity
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Building User Identity

Alice
device

Alice



© 2021 Zoom Video Communications, Inc. 36

Building User Identity

device

“Alice Foo” 
really!

Alice
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device

device

Alice

A User is
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device

device

Email Address: alice@company.com 
Account Domain Name (ADN): company.com 

Alice

A User is

mailto:alice@company.com
http://company.com
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Alice

Email Address: alice@company.com 
Account Domain Name (ADN): company.com 

device
Alice

Do I trust the email and ADN associated with this user?

Have I seen this user/device before?

Verifying User Identity

mailto:alice@company.com
http://company.com


© 2021 Zoom Video Communications, Inc.© 2021 Zoom Video Communications, Inc. 40

Your device has never met 
Alice’s device before!

Alice

Email Address: alice@company.com 
Account Domain Name (ADN): company.com 

device
Alice

Have I seen this user/device before?

Contact Sync: Clients remember others’ device keys  

mailto:alice@company.com
http://company.com
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Contact Sync: Clients remember others’ device keys  



© 2021 Zoom Video Communications, Inc. 42

Device Approvals

Link 4: 
Approve 
Phone

laptop

laptop phone
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Device Approvals

Device 1: 
Add Laptop 

Device 2: 
Add Phone 

Link 4: 
Approve 
Phone

laptop phone

laptop

Link 4: 
Revoke 
Phone

laptop
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You have never met Alice 
before!

Have I seen this user/device before?

Contact Sync, Improved

Alice

Email Address: alice@company.com 
Account Domain Name (ADN): company.com 

device
Alice

mailto:alice@company.com
http://company.com


© 2021 Zoom Video Communications, Inc.
45

Auditable User Identity

Link 1: 
Add Laptop 

Link 2: 
Change Email 

Link 3: 
Add Phone 

Link 4: 
Approve 
Phone 

User Sigchain

Link 5: 
Revoke 
Phone

laptop phone



© 2021 Zoom Video Communications, Inc.
46

Auditable User Identity

User Sigchain Links

Merkle Root
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Alice

Email Address: alice@company.com 
Account Domain Name (ADN): company.com 

device
Alice

Verifying User Identity

Do I trust the email and ADN associated with this user?

Have I seen this user/device before?

mailto:alice@company.com
http://company.com
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Alice

Email Address: alice@company.com 
Account Domain Name (ADN): company.com 

device
Alice Alice

Email Address: the.real.alice@company.com 
Account Domain Name (ADN): c0mpany.net 

device
Alice

Do I trust the email and ADN associated with this user?

Auditable User Identity

mailto:alice@company.com
http://company.com
mailto:the.real.alice@company.com
http://company.com
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Alice

Email Address: alice@company.com

device

Alice

Account Domain Name (ADN): company.com 

membership
AliceCompany

owns and is 
represented by

owns and is 
represented by

owns

Auditable User Identity

Do I trust the email and ADN associated with this user?

mailto:alice@company.com
http://company.com
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Alice

Email Address: alice@company.com 
Account Domain Name (ADN): company.com  

backed by Identity Provider (IDP) domain: 
company.idp.com

device
Alice

IDP-Backed User Identity

Do I trust the email and ADN associated with this user?

mailto:alice@company.com
http://company.com
http://company.idp.com
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IDP-Backed User Identity
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ADN
company.com 

IDP

company.idp.com 

IDP-Backed User Identity

http://company.com
http://company.idp.com
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ADN
company.com 

IDP

company.idp.com 

Alice

Alice’s Attestation

IDP-Backed User Identity

http://company.com
http://company.idp.com
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Alice IDP

Alice’s Attestation

company.idp.com 

Obtaining IDP-Backed User Identity

http://company.idp.com
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Alice IDP

Authenticate to IDP as alice@company.com

Alice’s Attestation

company.idp.com 

Obtaining IDP-Backed User Identity

mailto:alice@company.com
http://company.idp.com
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Alice IDP

Authenticate to IDP as alice@company.com

POST {“identity_snapshot": f5f0f9a6…} for alice@company.com

Alice’s Attestation

company.idp.com 

Obtaining IDP-Backed User Identity

mailto:alice@company.com
mailto:alice@company.com
http://company.idp.com
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Alice IDP

Authenticate to IDP as alice@company.com

POST {“identity_snapshot": f5f0f9a6…} for alice@company.com

GET Attestation (IDP-signed identity_snapshot) 

Alice’s Attestation

company.idp.com 

Obtaining IDP-Backed User Identity

mailto:alice@company.com
mailto:alice@company.com
http://company.idp.com
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ADN
company.com Bob IDP

Confirm Alice’s IDP domain

company.idp.com 

Alice’s Attestation

Verifying IDP-Backed User Identity

http://company.com
http://company.idp.com
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ADN
company.com Bob IDP

Confirm Alice’s IDP domain

company.idp.com 

GET company.idp.com's /keys

Alice’s Attestation

Verifying IDP-Backed User Identity

http://company.com
http://company.idp.com
http://company.idp.com
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ADN
company.com Bob IDP

Confirm Alice’s IDP domain

company.idp.com 

GET company.idp.com's /keys

Verify Alice’s Identity 
and Attestation

Alice’s Attestation

Verifying IDP-Backed User Identity

http://company.com
http://company.idp.com
http://company.idp.com
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Verifying User Identity

Alice

Email Address: alice@company.com 
Account Domain Name (ADN): company.com 

device
Alice

Do I trust the email and ADN associated with this user?

Have I seen this user/device before?

mailto:alice@company.com
http://company.com
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Multi-device user 
identity is a powerful 

foundation

Third-party IDP 
attestations help 

prevent impersonations

Contact Sync and IDP 
complement each other

Multiple Security Mechanisms
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Conclusion
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E2EE security depends on 
knowing who’s at the “ends”

Improved “TOFU”

Multi-device user identity

IDP-backed identity
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Building E2EE  
in the real world

Existing architectural constraints



© 2021 Zoom Video Communications, Inc.© 2021 Zoom Video Communications, Inc. 66

Building E2EE  
in the real world

Phased releases

Existing architectural constraints
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Building E2EE  
in the real world

Phased releases

Existing architectural constraints

End-user experience
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Q
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@zoom_us 
@merry 
merry.mou@zoom.us 
github.com/zoom/zoom-e2e-whitepaper

mailto:merry.mou@zoom.us
https://github.com/zoom/zoom-e2e-whitepaper

