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https://theintercept.com/2019/01/24/computer-supply-chain-attacks/




I\/Iost devastatlng supply Chaln attack .

A NotPetya attack in Ukraine, June 27 2017 (Constitution day)

A An update for MeDoc tax software was pushed out by the update server
I All vital functions in the whole country were paralyzed in less than 24hrs

NotPetya an act of war, ‘ cyber msurance "
= firm taken to task for refusing to pay out

. Updated: A lawsuit demands $100m in damages after Zurich refused to pay out for a NotPetya attack against
l Mondelez.
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https://www.bbc.com/future/article/20170704-the-day-a-mysterious-cyber-attack-crippled-ukraine https://twitter.com/MaximEristavi/status/879712719535996928



A Complexity and impact of supply chain attacks are increasing
A Mostly state-sponsored level of attack vector: both execution & management
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SO | a FW | n d S Keynote: Supply Chain Infections and the Future of Contactless

Deliveries
] Speaker: Matt Tait
i Track: o= Keynote
| Format: 60-Minute Briefings

Location: Oceanside CD / Virtual
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firms-hack/143826/
e.com/article/3543838/cisco-and-palo-alto-networks-appliance

Wipro Confirms Hack and Supply Chain Cisco and Palo Alto Networks appliances
Attacks on Customers impacted by Kerheros authentication bypass
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https://threatpost.com/wipro-con

https://www.csoonlin
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Software Bill of Materials Elements and Considerations

A Notice by the National Telecommunications and Information Administration on 06/02/2021

https://www.federalregister.gov/documents/2021/06/02/2021-11592/software-bill-of-materials-elements-and-considerations

https://threatpost.com/wipro-con



Supply‘chaln securlty |n OT/ICS/CI

A 1EC 62443 is international series of standards which specifies
comprehensive requirements for the secure development, integration

and maintenance of assets used in Industrial Automation & Control
Systems (IACS)environments

A Targets at:

I Vendor

I Integrator
I Asset owner
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