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Attack surface of supply chain: 

Exploiting software architecture 

design of industrial controllers 



Supply chain security

ÅHas been an area of exploitation for a long time

ÅHas been an area of concern for a long time
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Most devastating supply chain attack

ÅNotPetya attack in Ukraine, June 27 2017 (Constitution day)

ÅAn update for MeDoc tax software was pushed out by the update server

ï All vital functions in the whole country were paralyzed in less than 24hrs

https://twitter.com/MaximEristavi/status/879712719535996928https://www.bbc.com/future/article/20170704-the-day-a-mysterious-cyber-attack-crippled-ukraine



Most recent supply chain attacks

ÅComplexity and impact of supply chain attacks are increasing 

ÅMostly state-sponsored level of attack vector: both execution & management
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Supply chain security in OT/ICS/CI

Å IEC 62443 is international series of standards which specifies 

comprehensive requirements for the secure development, integration 

and maintenance of assets used in Industrial Automation & Control 

Systems (IACS)environments 

Å Targets at:

ïVendor
ïIntegrator

ïAsset owner



Examples of industrial controllers

https://vecer.mk/files/article/2017/05/02/ 485749-saudiska- arabi ja-ja-kupi- na jgolemata- naftena-rafiner ija-vo-s ad.jpg http://www.jfwhite.com/Collatera l/Images/English- US/Gal ler ies/middleboro9115kv breakers. jpg https://www.roboticsbusinessr eview.com/wp-c ontent/up loads/2016/ 05/jaguar-factor y.jpg

https://selinc.com/uploadedImages/W eb/Videos/Playlists/Play list_RTAC_1280x720.png?n=63584758126000 http://www02.abb.com/global/seit p/seitp202.nsf/0/0601d25ed243cfb0c1257d7e0043e50e/$fi le/7184_lvl2.jpg

https://www.oilandgasproduct news.com/files/sl ides/loc ale_im age/medium/0089/22183_en_16f9d_8738_honeywell-

process-solutions-rtu2020- proc ess-c ontro ller. jpg


