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Attack surface of supply chain: 

Exploiting software architecture 

design of industrial controllers 



Supply chain security

• Has been an area of exploitation for a long time

• Has been an area of concern for a long time
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Most devastating supply chain attack

• NotPetya attack in Ukraine, June 27 2017 (Constitution day)

• An update for MeDoc tax software was pushed out by the update server

– All vital functions in the whole country were paralyzed in less than 24hrs

https://twitter.com/MaximEristavi/status/879712719535996928https://www.bbc.com/future/article/20170704-the-day-a-mysterious-cyber-attack-crippled-ukraine



Most recent supply chain attacks

• Complexity and impact of supply chain attacks are increasing 

• Mostly state-sponsored level of attack vector: both execution & management



Two sides of a coin

“Attack delivery” 
vector

Supply Chain Security
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Supply chain security in OT/ICS/CI

• IEC 62443 is international series of standards which specifies 

comprehensive requirements for the secure development, integration 

and maintenance of assets used in Industrial Automation & Control 

Systems (IACS)environments 

• Targets at:

– Vendor
– Integrator

– Asset owner



Examples of industrial controllers

https://vecer.mk/files/article/2017/05/02/ 485749-saudiska- arabi ja-ja-kupi- na jgolemata- naftena-rafiner ija-vo-s ad.jpg http://www.jfwhite.com/Collatera l/Images/English- US/Gal ler ies/middleboro9115kv breakers. jpg https://www.roboticsbusinessr eview.com/wp-c ontent/up loads/2016/ 05/jaguar-factor y.jpg

https://selinc.com/uploadedImages/W eb/Videos/Playlists/Play list_RTAC_1280x720.png?n=63584758126000 http://www02.abb.com/global/seit p/seitp202.nsf/0/0601d25ed243cfb0c1257d7e0043e50e/$fi le/7184_lvl2.jpg

https://www.oilandgasproduct news.com/files/sl ides/loc ale_im age/medium/0089/22183_en_16f9d_8738_honeywell-

process-solutions-rtu2020- proc ess-c ontro ller. jpg



Device security vector

Identification & Authentication 

Control

Use control

System integrity

Data confidentiality

Restricted data flow

Timely response to events

Resource availability
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Security certification of industrial assets

• Certification was developed to attest that devices meet IEC-62443 
requirements:

– “Asset owners have confidence that the IACS products they purchase 
are robust against network attacks and are free from known security 
vulnerabilities”

• Most commonly certified:

– Security Development Lifecycle Assurance Program (SDLA)

– Embedded Device Security Assurance Program (EDSA)

https://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices



Security certification efforts

• Is mostly about functional testing

• Long hanging fruits things



Vulnerabilities in device supply chain

• Urgent/11 (July 2019)

• Ripple20 (June 2020)

• Amnesia:33 (December 2020)
Black Hat talks



• Authentications schemes in industrial PLCs 
are regularly broken by (not very advanced) 
researchers 

Attack surface is not evaluated

https://www.blackhat.com/us-19/briefings/schedule/index.html#rogue-rogue-engineering-station-attacks-on-s-simatic-plcs-16049
https://ieeexplore.ieee.org/document/7882935

https://ieeexplore.ieee.org/document/9474296



What‘s my interest in device attack surface?

• Research specialization: Offensive cyber-physical 
security in Critical Infrastructures 

Focus: 

• Physical damage or how to make something  going bad, 
wrong, crash or blow up by means of cyber-attacks

Cyber-physical 

attack lifecycle



• Assist with attack activities, e.g. reconnaissance 

• Exploit asset designs for attack execution

Using asset design for attacker needs



Knoweldge involved into exploit development
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Knoweldge involved into exploit development
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Control logic is a key component



Static memory addressing

• PLC vendors offer libraries of standard 
Function Blocks (FB) with associated 
Variable/Data Blocks

https://shortn0tes.blogspot.com/2017/04/make-interface-board-to-connect.html



Static memory allocation & addressing

• PLC vendors offer libraries of standard 
Function Blocks (FB) with associated 
Variable/Data Blocks



DB/FB enumeration methods

• Metadata 

– Get Block Info (DB.1, etc.) or List Blocks

– Detectable as rare command

• Bulk transfer

– Block Upload (DB.1, etc.) 

– Detectable as rare command

• Bytecode read 

– Read (DB.1, etc.) 

– Stealth/not easily detectable due to usage of 
regular command

1

Information leakage 

vulnerability



What we can enumerate

• Hundreds of standard function blocks

– Communications

– Remote administration

– Control algorithms

– Safety functions

– Alerting

– Etc., etc. (a good engineer would know better!)

• Closest analogy previously seen in the wild

– Havex recon campaign, 2013



DB content exfiltration

• Location of each variable within DB is known

– Read request 

– DB.1, offset 4, read 32 bits 

• Large variables stored in global database

– Locatable via pointers 

– Exfiltrate pointer address 

– Decode address p#DB.1DBx40.0

– Exfiltrate content at the decoded address 
(read 256 bytes for strings)

2



DB content manipulation

• Use write commands at target addresses 

– Variable values assigned directly

– Default values

• Some variables are stored in global DB (via pointers)

– “Pushed” to local DB every scan cycle (e.g., every 
10 ms or 1sec)

– Race condition situation for the attacker

– Use smart tricks

3



C2 channel to segregated environments

• Violates network segmentation defense/best practice (IEC 62443)

• Up to 10 bytes of unused memory with multiple incomplete bytes per DB

• Allows execution of commands at console level 

– E.g., ping 192.168.0.1

C2 server

C2 client



Detectability of attack techniques

• C2 communication is 
preventable/detectable by perimeter 
firewalls

• C2 based on Read/Write commands 
from trusted devices are not detected



Detectability of attack techniques

• Network monitoring solution with traffic  
baselining detect baseline deviation 
(Claroty)

– Generates Event

– ”Baseline deviation change, not 
risky change”

– No security Alert



• Allen Bradley SLC 500

– Uses similar memory allocation approach

• ABB variable frequency drive

– Provides library functions for e.g. Siemens PLC 
for drive control

– Vulnerable to the same exploitation approach

Broader applicability of attack technique



Conclusions

• By exploiting memory allocation and addressing we developed approach to 
enumerate & manipulate function blocks/control logic on PLC

– Applicable to arbitrary industrial environments

– Using stealth techniques/undetectable (only read & write commands!!)

– Fully automated exploit of high targeting precision

– Establishment of covert channel to isolated network segments

• Exploitation of supply chain to attack supply chain

– Profiling custom functions/FBs

– Delivery of exploitation code

https://2018.zeronights.ru/en/reports/scada-projects-from-the-point-of-view-of-hackers/



Conclusions

Currently asset owner is 

blamed in all occurrences of 

asset exploitation 

The blame should be shared 

with asset vendor
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