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Technology impacts society and politics

The EU referendum debate in the UK
Mapping polarization on social media
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XR

Augmented
vs Virtual
vs Mixed
Reality

WWW.SWisscyberstorm.com

VIRTUAL REALITY (VR)

Completely artificial
digital environment

Full immersion in the experience
with no sense of the real world

AUGMENTED REALITY (AR)

Digitally-created content on top
of the user's real-world environment

._
~
»
-

Real-world experience is central,
enhanced by digital and virtual objects

MIXED REALITY (MR)

AR
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*
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Digitally-created content blended
with user’s real-world environment

Both environments can coexist
and interact with each other
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Use Case

Commerce

Infrastructure

Anatomy of the Metaverse

Considerations at every level

“ O ¥

Diversity & Inclusion Accessibility & Digital Divide Identity Protection

Privacy & Anonymity Safety & Security Ethics & Standards

The metaverse will allow humans to Create, Connect, do
Commerce and even get medical assessment, diagnosis,
treatment, and therapy by using various converging
technologies. This creates significant challenges and raises
guestions that need to be addressed.
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The Collingridge Dilemma

“The social consequences of a technology cannot be predicted early in the life

of the technology. When change is easy, the need for it cannot be foreseen;

> when the need for change is apparent, change has become expensive, difficult
and time-consuming.”

-David Collingridge

’ A DOUBLE-BLIND PROBLEM FOR THE XR DOMAIN

An information problem: impacts cannot be easily predicted until the

technology is extensively developed and widely used.

A power problem: control or change is difficult when the technology has
> become fully entrenched. (Tech Liberation, 2021)
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Cambridge

Analytica

5000 data points
per user

Alexander Nix

former Cambridge Analytica CEO "~
and director of Strategic
Communication Laboratories

at lowa caucus, 2016 .
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LOCATION AND
NAVIGATION

TELEPORTATION
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AR COLLABORATION
AND GAMING
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CONTEXTUALIZED
Al

CONSIDERATION

Safety | Privacy
Unintended Effects
Societal Impact
User Harm

Equitable Tech
Data Transparency
Data Ownership
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A whole new level 20 minutes

of data mining in a VR simulation

In latest-generation HMDs, body movements <.
aretracked 90 times per second. Q%
-. g
The systemsrecord I I} LN N
18 types of movements : : Nng NN
across the head and hands. unique recordings of body language
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https://vhil.stanford.edu/mm/2018/08/bailenson-jamap-protecting-nonverbal.pdf ’. ’0
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Source: Qualcomm

A glimpse into the future — everyday AR glasses

Multimode connectivity
(4G, 5G, etc.)

Bone conduction transducers

Optoelectronic night vision
and thermal imaging sensors

Ambient light sensors

Tracking and recording cameras

Directional speakers - ‘ :
| . B Many passive and active cameras
‘ with fisheye and telephoto lenses
|
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Eye tracking cameras

S~

Inertial, haptic,and health sensors

New optics and projection
technologies within a durable,

Multiple high sensitivity audio

microphones semi transparent display
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How is it going?
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WHAT DOES
THE FUTURE
LOOK LIKE?

Source: Qualcomm
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SPECIAL
DATA TYPE
CONSIDERATIONS

BIOMETRICALLY
INFERRED DATA
(BID)
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Eye opening and closure
e.g., blink duration and frequen
cy, avg. distance between
eyelids

Eye movements
e.g., gaze fixations,
saccades, smooth
pursuit, ocular tremor

Eye status
e.g., reddened,
watery, dry

Pupil
properties
e.g. pupil size,
pupil reactivity

Iris
characteristics
e.g., eye color, iris
texture

Facial attributes
e.g., wrinkles, eye shape,
skin color, facial expressions

Possible
inference
of personal
information
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Personality traits
Mental health

Skills and abilities
Level of sleepiness
Cognitive processes

Drug consumption

Biometric identity
Cultural background
Physical health
Geographical origin
Gender

Mental workload

g
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SPECIAL
DATA TYPE
CONSIDERATION

BIOMETRICALLY-INFERRED DATA (BID)
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o Brain-Computer 5G & 6G Robotics
Intersection of Interfaces
XR Technologies
and research ' 2
opportunities "“N ””H' 0=|_§I_|=O

Spatial Audio Artificial
> Intelligence
| (r
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VR Attack £
Surface
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V R Att a c k S u rf a c e Source: Casey, P., Baggili, I, & Yarramreddy, A. (2019).
Immersive Virtual Reality Attacks and the Human Joystick. I[EEE Transactions on Dependable and Secure Computing.

1 unread message

Social
User Data I Network
Data

1 new email

— Social Networks

View of the Virtual
Reality headset

Web

— Web Services Service
Data

Applications
Remote
Application
Data

Samsung display

Output data flow

IKEA furniture o (Nput datasion

In-network data flow
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Virtual Reality Environment > Supporting Data Services
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Novel attacks in VR

O TRACKER ATTACK CHAPERONE ATTACK
Look where you are exactly Remove your safety boundaries
O FEL
S HUMAN JOYSTICK ATTACK 7 OVERLAY ATTACK
%° Move you wherever we want Block your vision

Source: Casey, P., Baggili, I, & Yarramreddy, A. (2019).
Immersive Virtual Reality Attacks and the Human Joystick. |[EEE Transactions on Dependable and Secure Computing.
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Tracker Attack

Turn on front facing camera
Stream video feed
back to attacker

Look inside victim’s room
Even if the cam
isdisabled by the user

7 WWW.swisscyberstorm.com
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Source: Casey, P., Baggili, I, & Yarramreddy, A. (2019).
Immersive Virtual Reality Attacks and the Human Joystick. [EEE Transactions on Dependable and Secure Computing.
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Source: Casey, P., Baggili, I, & Yarramreddy, A. (2019).

Immersive Virtual Reality Attacks and the Human Joystick. I[EEE Transactions on Dependable and Secure Computing.
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Human

Joystick
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Playet's path in VE

Longbow Xortex Singshot Surgeon Simulator Guns'n'Stories

+  VE conter starting point Destination

Source: Casey, P., Baggili, I, & Yarramreddy, A. (2019).
Immersive Virtual Reality Attacks and the Human Joystick. |[EEE Transactions on Dependable and Secure Computing.
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Overlay a new type of Ransomware?
Attack

. >
‘ { or your
{ or your data SR\ X Your s

Source: Casey, P., Baggili, I, & Yarramreddy, A. (2019).
Immersive Virtual Reality Attacks and the Human Joystick. |[EEE Transactions on Dependable and Secure Computing.
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Risk Mitigation Categories

Data User Interaction Device
Protection Protection Protection
Ensure I/0 including data Users can share virtual Protecting the physical devices
aggregated by system for use environments, their and their data.
by third-party applicationsis interactions and information
properly stored and protected  within the VE should be
protected
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Consideration of Novel Risks

INFORMATIONAL RISKS

FINANCIALRISKS -

> SOCIETAL RISKS

"~ HUMAN RISKS
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Are regulations the answer?

Regulatory Frameworks

(GDPR,CCPA, NIST Privacy Framework, FERPA, etc.)
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The XRSI Privacy &

THE XRSI

Safety Framework PRIVACY & SAFETY

) i FRAMEWORK
Version 2.0 Development Ongoing
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XRSI Policy and
Advisory Task Force
and Medical XR
Council are helping
global regulatory

bodies draft
responsible policies
and laws
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. CAMRA ACT in the United States
. KIDS and PRIVCY ACT in the United States

. AR/VR Positioning Statement for eSafety

Commissioner of Australia

Cybersecurity Research and positioning
statement for British Health Services via
NHSx and HEE-NHS, UK

Advising Facebook Reality Labs and many
other big tech orgs on self-regulating
Frameworks and Policies
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Swiss Cyber Storm 2021

WWW.SWisscyberstorm.com
October12, 2021

THANK YOU!

THINK. COLLABORATE. DONATE.
Kavya Pearlman

CyberGuardian- CEO and Founder - XR Safety Initiative
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